VER: takes a message m, a set S, a signature ¢ and outputs “true” or “false”.

LNK: takes a set Z = {I;}, a signature o and outputs “linked” or “indep”.

The idea behind the protocol is fairly simple: a user produces a signature which can be

checked by a set of public keys rather than a unique public key.

The identity of the signer is

indistinguishable from the other users whose public keys are in the set until the owner produces

a second signature using the same keypair.

Private keys

.
|
Lo s

Ring

sign

Public keys

Signature

:

Fig. 6. Ring signature anonymity.

verify

GEN: The signer picks a random secret key x € [1,I — 1] and computes the corresponding
public key P = zG. Additionally he computes another public key I = zH,(P) which we will

call the “key image”.

SIG: The signer generates a one-time ring signature with a non-interactive zero-knowledge
proof using the techniques from [21]. He selects a random subset S” of n from the other users’
public keys P;, his own keypair (z, P) and key image I. Let 0 < s < n be signer’s secret index

in § (so that his public key is Ps).

He picks a random {g; | i =0...n} and {w; | i =0...n,i # s} from (1...[) and applies the

following transformations:

I — in, ifi=s
L in—i—wiPi, le?éS
aHp(P;) +wil, ifi#s

The next step is getting the non-interactive challenge:

c=Hs(m,L1,...,Ln,R1,...,Ry)

Finally the signer computes the response:

c = n o
c—> ¢ modl, ifi=s
i=0
qis if 4 7& S
T, =
! gs —csx modl, ifi=s
The resulting signature is o = (I, ¢1,...,Cp, 71, .« Tn)-



