VER: The verifier checks the signature by applying the inverse transformations:

L{L = T1G+CZPZ
Ri = Tsz(Pz) +CiI

?

Finally, the verifier checks if Y ¢; = Hq(m, L{, ..., L., R, ..., R),) mod I

no s tn
=0

If this equality is correct, the verifier runs the algorithm LINK. Otherwise the verifier rejects
the signature.

LNK: The verifier checks if I has been used in past signatures (these values are stored in the
set 7). Multiple uses imply that two signatures were produced under the same secret key.

The meaning of the protocol: by applying L-transformations the signer proves that he knows
such z that at least one P; = xG. To make this proof non-repeatable we introduce the key image
as I = M, (P). The signer uses the same coefficients (75, ¢;) to prove almost the same statement:
he knows such z that at least one H,(P;) =1 -z~ .

If the mapping = — I is an injection:

1. Nobody can recover the public key from the key image and identify the signer;
2. The signer cannot make two signatures with different I’s and the same x.

A full security analysis is provided in Appendix A.

4.5 Standard CryptoNote transaction

By combining both methods (unlinkable public keys and untraceable ring signature) Bob achieves
new level of privacy in comparison with the original Bitcoin scheme. It requires him to store only
one private key (a,b) and publish (A, B) to start receiving and sending anonymous transactions.

While validating each transaction Bob additionally performs only two elliptic curve multi-
plications and one addition per output to check if a transaction belongs to him. For his every
output Bob recovers a one-time keypair (p;, P;) and stores it in his wallet. Any inputs can be
circumstantially proved to have the same owner only if they appear in a single transaction. In
fact this relationship is much harder to establish due to the one-time ring signature.

With a ring signature Bob can effectively hide every input among somebody else’s; all possible
spenders will be equiprobable, even the previous owner (Alice) has no more information than
any observer.

When signing his transaction Bob specifies n foreign outputs with the same amount as his
output, mixing all of them without the participation of other users. Bob himself (as well as
anybody else) does not know if any of these payments have been spent: an output can be used
in thousands of signatures as an ambiguity factor and never as a target of hiding. The double
spend check occurs in the LNK phase when checking against the used key images set.

Bob can choose the ambiguity degree on his own: n = 1 means that the probability he has
spent the output is 50% probability, n = 99 gives 1%. The size of the resulting signature increases
linearly as O(n+ 1), so the improved anonymity costs to Bob extra transaction fees. He also can
set n = 0 and make his ring signature to consist of only one element, however this will instantly
reveal him as a spender.
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