on the Bitcoin blockchain. In the colored coins protocol, one "issues” a new currency by publicly
assigning a color to a specific Bitcoin UTXO, and the protocol recursively defines the color of other
UTXO to be the same as the color of the inputs that the transaction creating them spent (some

special rules apply in the case of mixed-color inputs). This allows users to maintain wallets

containing only UTXO of a specific color and send them around much like regular bitcoins,

backtracking through the blockchain to determine the color of any UTXO that they receive.

e Metacoins - the idea behind a metacoin is to have a protocol that lives on top of Bitcoin, using
Bitcoin transactions to store metacoin transactions but having a different state transition function,
APPLY'. Because the metacoin protocol cannot prevent invalid metacoin transactions from
appearing in the Bitcoin blockchain, a rule is added that if APPLY'(S,TX) returns an error, the
protocol defaults to APPLY'(S,TX) = S. This provides an easy mechanism for creating an arbitrary
cryptocurrency protocol, potentially with advanced features that cannot be implemented inside of
Bitcoin itself, but with a very low development cost since the complexities of mining and networking

are already handled by the Bitcoin protocol.

Thus, in general, there are two approaches toward building a consensus protocol: building an independent
network, and building a protocol on top of Bitcoin. The former approach, while reasonably successful in the
case of applications like Namecoin, is difficult to implement; each individual implementation needs to
bootstrap an independent blockchain, as well as building and testing all of the necessary state transition and
networking code. Additionally, we predict that the set of applications for decentralized consensus technology
will follow a power law distribution where the vast majority of applications would be too small to warrant their
own blockchain, and we note that there exist large classes of decentralized applications, particularly

decentralized autonomous organizations, that need to interact with each other.

The Bitcoin-based approach, on the other hand, has the flaw that it does not inherit the simplified payment
verification features of Bitcoin. SPV works for Bitcoin because it can use blockchain depth as a proxy for
validity; at some point, once the ancestors of a transaction go far enough back, it is safe to say that they were
legitimately part of the state. Blockchain-based meta-protocols, on the other hand, cannot force the blockchain
not to include transactions that are not valid within the context of their own protocols. Hence, a fully secure
SPV meta-protocol implementation would need to backward scan all the way to the beginning of the Bitcoin
blockchain to determine whether or not certain transactions are valid. Currently, all "light” implementations of
Bitcoin-based meta-protocols rely on a trusted server to provide the data, arguably a highly suboptimal result

especially when one of the primary purposes of a cryptocurrency is to eliminate the need for trust.
Scripting

Even without any extensions, the Bitcoin protocol actually does facilitate a weak version of a concept of "smart
contracts”. UTXO in Bitcoin can be owned not just by a public key, but also by a more complicated script
expressed in a simple stack-based programming language. In this paradigm, a transaction spending that

UTXO must provide data that satisfies the script. Indeed, even the basic public key ownership mechanism is
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